
Effective December 31, 2016, Canada Border Service Agency (CBSA) Security Upgrade 

Affecting Portal Users. 

If your computer is more than three years old, your system may need to be upgraded. 

The computing industry is in the process of eliminating certain security protocols that are more 

than 10 years old. To ensure the security and confidentiality of your transactions, the CBSA will 

be upgrading its security requirements accordingly, affecting users of the eManifest Portal and 

Trusted Trader Portal.  

Effective December 31, 2016, encryption using Transport Layer Security (TLS) version 1.0 and 

1.1 will no longer be sufficient and will be disabled. Clients’ browsers will need to support the 

Transport Layer Security Protocol version 1.2 (“TLS 1.2”).  

Portal users with computers that are using Windows XP or Windows Vista are most vulnerable 

and are encouraged to take a few moments now to ensure their system is secure. However, all 

Portal users are encouraged to check as this change impacts 30% of users. 

Please note:  if you are using Windows XP or Windows Vista, these changes will impact your 

ability to use any version of Internet Explorer on the Portal. Firefox version 34 or higher may be 

your only remaining option if you wish to continue using Windows XP or Windows Vista*.  

To ensure your browser has “Use TLS 1.2” selected, please check the following: 

Firefox:  If you are using version 33 or lower of Firefox, please upgrade to version 34 or higher. 

Internet Explorer: 

To check and to configure Internet Explorer: 

Open Internet Explorer 

Select “Tools”   then “Internet Options” 

Select the “Advanced” tab 

In the “Settings” section, scroll down to the “Security” section until you locate settings that 

include the letters “TLS”. 

Please ensure that “Use TLS 1.2” is checked. If it is not, click on the box to the left of “Use TLS 

1.2” 

Select “Apply” and “OK”.  

 



 

  



Qs and As: 

Q1. How do I figure out which versions I am using? 

A1. For Internet Explorer: Select “Tools” then click “About Internet Explorer”;  

For Firefox: Select “Tools” then click “About Firefox”. 

 

Q2. (Internet Explorer) I can see the SSL and TLS settings, but the system will not allow me to 

make changes. 

A2. Some settings are managed by your system administrator. Please speak to your company’s 

system administrator or your computer technician. 

 

Q3: I do not have a system administrator or a computer technician but require assistance. What 

should I do? 

A3: We recommend seeking the assistance of a computer repair service. 

 

Q4: I do not use Internet Explorer or Firefox, I use another browser. What should I do? 

A4: CBSA does not support other browsers at this time, therefore if you wish to continue to use 

another browser, it is your responsibility to ensure your settings are at TLS 1.2. 

 

Q5: What will happen if I do not make this change? 

A5: If you do not make the change, on January 1, 2017, you will not be able to connect to the 

Portal.   

 


